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1. Purpose
This policy explains how Naye & Me collects, uses, stores, shares and protects personal information relating to children, families, staff and others connected with the setting.
Our aim is to ensure that personal information is handled lawfully, fairly, securely and only for legitimate purposes.
2. Scope
This policy applies to:
· children;
· parents and carers;
· staff;
· students and volunteers;
· applicants;
· contractors;
· visitors;
· all paper and electronic records held by Naye & Me.
3. Our Commitment
Naye & Me will:
· collect only information that is necessary;
· use information for clear and legitimate purposes;
· keep information accurate and up to date;
· protect information from unauthorised access;
· share information only where appropriate and lawful;
· retain information only for as long as necessary;
· respect individuals’ data-protection rights;
· respond appropriately to data breaches.
4. Data Protection Principles
Naye & Me will handle personal information in accordance with applicable UK data-protection law.
Personal data will be:
· processed lawfully, fairly and transparently;
· collected for specified purposes;
· adequate, relevant and limited to what is necessary;
· accurate;
· kept no longer than necessary;
· stored securely.
5. Types of Information We May Hold
Naye & Me may hold information including:
· names;
· addresses;
· telephone numbers;
· email addresses;
· dates of birth;
· emergency contacts;
· authorised collectors;
· medical information;
· allergy information;
· SEND information;
· attendance records;
· booking records;
· payment information;
· photographs;
· observations;
· safeguarding records;
· accident and incident records;
· medication records;
· staff employment records;
· training records.
6. Special Category Data
Some information is particularly sensitive.
This may include:
· health information;
· disability information;
· ethnicity;
· religion;
· safeguarding information;
· biometric information if ever used.
Such information will receive additional protection and only be used where necessary and lawful.
7. Information Collected at Enrolment
Parents and carers may be asked to provide information necessary for:
· safeguarding;
· emergency contact;
· medical care;
· collection arrangements;
· dietary needs;
· SEND support;
· communication;
· attendance;
· booking administration.
Parents should ensure that information provided is accurate.
8. Lawful Use of Information
Naye & Me may process information because:
· it is necessary to provide childcare;
· it is required by law;
· it is necessary for safeguarding;
· it is necessary to protect someone’s vital interests;
· it is necessary for legitimate operational purposes;
· consent has been provided where consent is the appropriate lawful basis.
Not all processing relies on consent.
9. Consent
Where consent is used, it will be:
· clear;
· specific;
· informed;
· freely given where applicable.
Examples may include:
· marketing photography;
· certain communications;
· optional promotional activity.
Consent may be withdrawn, although this will not affect processing already carried out lawfully.
10. ParentLink
Naye & Me may use ParentLink to manage information such as:
· child records;
· attendance;
· bookings;
· communications;
· observations;
· photographs;
· permissions;
· invoices or related administrative information.
Access will be restricted to authorised users.
11. Access Controls
Staff will only have access to information necessary for their role.
Access may be controlled through:
· usernames;
· passwords;
· role permissions;
· secure devices;
· locked storage.
Staff must not share login details.
12. Password Security
Passwords should:
· be kept confidential;
· not be shared unnecessarily;
· be changed if compromise is suspected.
Devices containing personal information should be locked when unattended.
13. Paper Records
Paper records containing confidential information will be:
· stored securely;
· kept away from unauthorised persons;
· returned to secure storage after use.
Sensitive records should not be left visible in public areas.
14. Electronic Records
Electronic information will be stored on approved systems.
Staff should not:
· save child records to personal devices;
· use personal cloud storage;
· email sensitive information to personal accounts;
· transfer records to unauthorised platforms.
15. Confidentiality
Information about children and families will be treated confidentially.
Staff must not discuss confidential information:
· in public areas;
· with other parents;
· with friends or family;
· on personal social media;
· with anyone who does not have a legitimate need to know.
16. Safeguarding and Confidentiality
Confidentiality does not prevent safeguarding action.
Information may be shared without parental consent where necessary to:
· protect a child;
· prevent serious harm;
· support a safeguarding investigation;
· comply with legal duties.
The child’s welfare takes priority.
17. Information Sharing
Before sharing personal information, staff should consider:
· why the information is needed;
· whether sharing is lawful;
· what information is relevant;
· who needs to receive it;
· how it can be shared securely.
Only the minimum necessary information should normally be shared.
18. Sharing With Professionals
Information may be shared with professionals such as:
· children’s social care;
· police;
· health professionals;
· schools;
· other childcare settings;
· local authorities;
· Ofsted;
· safeguarding partners.
Sharing will be proportionate and appropriate.
19. Information Sharing With Parents
Parents will normally have access to information relating to their own child, subject to:
· safeguarding considerations;
· confidentiality of other people;
· legal restrictions.
Information about another child or family will not be disclosed.
20. Parental Responsibility
Where parents are separated, information-sharing arrangements will take account of:
· parental responsibility;
· court orders;
· safeguarding concerns;
· legal advice where necessary.
Naye & Me will not become involved in private disputes beyond what is necessary for the child’s care and safety.
21. Court Orders
Relevant court orders may affect access to information.
Parents must inform Naye & Me of orders affecting:
· parental responsibility;
· contact;
· collection;
· information sharing.
22. Children’s Records
Child records may include:
· enrolment information;
· attendance;
· medical information;
· permissions;
· observations;
· accident records;
· medication records;
· safeguarding information.
Records should be factual and accurate.
23. Safeguarding Records
Safeguarding records will be kept separately or with additional restricted access where appropriate.
They should include:
· concerns;
· disclosures;
· actions;
· referrals;
· professional communications.
Access will be limited to those who genuinely need it.
24. Accident and Incident Records
Accident and incident information will be recorded accurately and retained appropriately.
Parents may be asked to acknowledge records relating to their child.
25. Medication Records
Medication records will include relevant information such as:
· medicine;
· dose;
· time;
· staff member;
· parental permission;
· parent notification.
These records will be protected as confidential health information.
26. Attendance Records
Attendance records will be maintained accurately.
They may be used for:
· safeguarding;
· operational planning;
· statutory requirements;
· investigation of incidents.
27. Financial Records
Financial information may include:
· invoices;
· payments;
· credits;
· outstanding balances;
· transaction details.
Payment-card information will not be stored by Naye & Me unless through an approved secure payment provider.
28. Staff Records
Staff records may include:
· recruitment information;
· right-to-work checks;
· DBS information;
· qualifications;
· training;
· supervision;
· disciplinary records;
· payroll information.
Access will be restricted appropriately.
29. DBS Information
DBS information will be handled carefully and only retained in accordance with applicable requirements.
Naye & Me will not routinely retain more DBS information than is necessary.
30. Accuracy of Records
Records should be:
· clear;
· factual;
· dated;
· accurate;
· updated when necessary.
Parents and staff should inform Naye & Me where information changes.
31. Corrections
Where factual information is incorrect, appropriate corrections will be made.
Where records include professional observations or safeguarding concerns, the original record may need to be preserved while a note or clarification is added.
32. Record Retention
Records will be retained only for as long as necessary.
Retention periods will depend on:
· legal requirements;
· safeguarding requirements;
· insurance requirements;
· operational need.
Naye & Me will maintain an appropriate retention schedule.
33. Disposal of Records
When records are no longer required, they will be disposed of securely.
This may include:
· shredding;
· secure deletion;
· destruction by an approved provider.
Confidential records must not be placed in ordinary waste where they could be recovered.
34. Photographs and Videos
Images of children are personal data.
Photography and video will be handled under the Mobile Phones, Photography, Cameras & Screen Use Policy.
Images must only be:
· taken appropriately;
· stored securely;
· used for approved purposes.
35. Email
Staff must take care when sending confidential information by email.
Before sending, staff should check:
· recipient;
· attachments;
· content;
· whether secure sharing is more appropriate.
Sensitive information should not be sent unnecessarily.
36. Messaging Systems
Approved messaging systems may be used for parent communication.
Staff must not move confidential conversations to personal messaging accounts without authorisation.
37. Printing
Confidential documents should only be printed where necessary.
Printed documents should:
· be collected promptly;
· not be left unattended;
· be stored securely.
38. Working From Home
Where authorised staff access records away from the setting, they must:
· use approved systems;
· maintain privacy;
· prevent family members or others from viewing information;
· secure devices.
Paper records should not normally be removed unless specifically authorised.
39. Personal Devices
Personal devices must not be used to store confidential child or family information.
This includes:
· personal phones;
· personal laptops;
· personal tablets;
· personal cloud storage.
40. Data Breaches
A data breach may include:
· information sent to the wrong person;
· lost paperwork;
· lost or stolen device;
· unauthorised access;
· disclosure of confidential information;
· hacking;
· accidental deletion.
All suspected breaches must be reported immediately.
41. Responding to a Data Breach
Naye & Me will:
1. contain the breach where possible;
2. assess what information is involved;
3. identify who may be affected;
4. assess potential harm;
5. record the incident;
6. take remedial action;
7. notify relevant individuals or authorities where required.
42. Information Commissioner’s Office
Where a personal-data breach meets the legal threshold for regulatory notification, Naye & Me will notify the Information Commissioner’s Office within the applicable timeframe.
43. Data Subject Rights
Individuals may have rights including:
· access to personal data;
· correction of inaccurate data;
· restriction of processing;
· objection to certain processing;
· deletion in some circumstances;
· data portability in certain circumstances.
These rights are subject to legal limitations and exemptions.
44. Subject Access Requests
Requests to access personal information should be made to Naye & Me.
Identity may need to be verified.
Requests will be handled within applicable legal timescales.
45. Children’s Data Rights
Children have data-protection rights in their own right.
Where a child is too young to exercise those rights independently, an appropriate person with parental responsibility may act on their behalf.
The child’s best interests will remain important.
46. Privacy Notice
Naye & Me will provide an appropriate privacy notice explaining:
· information collected;
· why it is used;
· who it may be shared with;
· retention;
· individual rights;
· how to raise concerns.
47. Third-Party Providers
Where Naye & Me uses third-party systems or services, reasonable steps will be taken to ensure they handle information appropriately.
This may include providers for:
· ParentLink;
· website hosting;
· payments;
· email;
· accounting;
· payroll.
48. Data Processing Agreements
Where required, suitable contractual arrangements will be maintained with organisations processing personal data on behalf of Naye & Me.
49. Marketing
Personal information will not be used for electronic marketing without an appropriate lawful basis.
Parents will be able to manage relevant preferences where required.
50. Website Forms
Information submitted through the Naye & Me website will be:
· collected securely where reasonably practicable;
· used only for relevant purposes;
· transferred into appropriate record systems where necessary.
Unnecessary duplicate records should not be retained indefinitely.
51. CCTV
If CCTV is introduced, Naye & Me will establish appropriate arrangements covering:
· lawful purpose;
· signage;
· access;
· retention;
· disclosure;
· security.
CCTV footage will be treated as personal data.
52. Audio and Video Recording
Audio and video recordings will only be made for approved purposes.
They will not be secretly recorded except where a lawful authority specifically requires or permits this.
53. Staff Confidentiality After Employment
Confidentiality obligations continue after a staff member leaves Naye & Me.
Former staff must not disclose confidential information learned through their role.
54. References
Employment references will be provided or requested appropriately.
Confidential employment information will only be shared where lawful and relevant.
55. Information During Emergencies
In an emergency, relevant information may be shared where necessary to protect:
· life;
· health;
· safety.
This may include medical details and emergency contact information.
56. Transfer to Another Setting
Where appropriate and lawful, relevant records may be transferred when a child moves to another setting.
Safeguarding records require particular care and secure transfer.
57. Parent Responsibilities
Parents and carers should:
· provide accurate information;
· update information promptly;
· protect their ParentLink login;
· avoid sharing other families’ information;
· raise concerns about inaccurate records.
58. Staff Responsibilities
Staff must:
· maintain confidentiality;
· use approved systems;
· protect passwords;
· record information accurately;
· report breaches;
· share information appropriately;
· avoid unnecessary access to records.
59. Training
Staff will receive appropriate information about:
· confidentiality;
· data protection;
· safeguarding information sharing;
· secure record keeping;
· breach reporting.
60. Breaches by Staff
Serious or deliberate misuse of confidential information may result in:
· disciplinary action;
· safeguarding procedures;
· termination of employment;
· referral to relevant authorities where appropriate.
61. Complaints
Concerns about the handling of personal data should initially be raised with Naye & Me.
Individuals may also have the right to raise concerns with the Information Commissioner’s Office.
62. Review
This policy will be reviewed at least annually and sooner where:
· data-protection law changes;
· systems change;
· a significant data breach occurs;
· record-keeping arrangements change.
63. Related Naye & Me Policies
This policy should be read alongside:
· Safeguarding & Child Protection Policy;
· Safer Recruitment, Staff Suitability & Supervision Policy;
· Admissions, Enrolment & Settling-In Policy;
· Mobile Phones, Photography, Cameras & Screen Use Policy;
· Health, Illness, Medication & First Aid Policy;
· Attendance, Absence & Missing Child Policy;
· Complaints, Concerns & Feedback Policy.
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