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1. Purpose
This policy explains how Naye & Me manages mobile phones, photography, video recording, cameras, personal devices, social media and screen use.
Our aim is to protect children’s privacy, dignity and safeguarding while allowing appropriate use of technology for childcare, communication and learning.
2. Scope
This policy applies to:
· all children attending Naye & Me;
· all staff;
· students and volunteers;
· parents and carers;
· visitors;
· contractors;
· all devices used on the premises or during Naye & Me activities.
3. Our Commitment
Naye & Me will:
· protect children from inappropriate photography and recording;
· ensure personal devices do not compromise safeguarding;
· obtain appropriate permissions for photography and video;
· store images and information securely;
· maintain professional boundaries online;
· use screens in a purposeful and age-appropriate way;
· ensure children are appropriately supervised when using technology.
4. Staff Personal Mobile Phones
Staff personal mobile phones must not be used in a way that compromises children’s safety or privacy.
During working time, staff must not use personal phones for:
· taking photographs of children;
· recording children;
· private messaging involving children;
· accessing social media around children;
· unnecessary personal calls or browsing while supervising children.
5. Storage of Staff Phones
Personal mobile phones should normally be kept:
· in a designated staff area;
· in lockers;
· in bags stored away from children;
· or another agreed secure location.
Phones must not be left unattended where children can access them.
6. Emergency Use of Personal Phones
A personal phone may be used in an emergency where:
· the setting phone is unavailable;
· emergency services need to be contacted;
· immediate safeguarding action is necessary.
Where possible, use should be witnessed or reported to the responsible person afterwards.
Emergency use does not permit photography or recording of children unless specifically required by emergency services or another lawful authority.
7. Smart Watches and Wearable Devices
Smart watches and other wearable devices capable of:
· taking photographs;
· recording audio or video;
· messaging;
· accessing the internet;
must be treated with the same safeguarding awareness as mobile phones.
Staff must not use these features around children unless specifically authorised for a legitimate work purpose.
8. Setting Devices
Naye & Me may provide or approve devices for:
· ParentLink;
· attendance;
· observations;
· communication;
· photography;
· administration.
Approved devices must be used only for legitimate Naye & Me purposes.
9. Photography of Children
Children may only be photographed where:
· there is a legitimate purpose;
· appropriate parental permission has been obtained;
· the photograph is taken using an approved device;
· the image protects the child’s dignity;
· the photograph is stored securely.
10. Photography Consent
Parents and carers will be asked to indicate their preferences regarding photography and video.
Consent may be separated into categories such as:
· photographs for internal records;
· photographs shared privately with parents;
· photographs used for displays;
· marketing materials;
· website use;
· social media use.
Parents should be able to refuse marketing or social media consent without affecting their child’s access to care.
11. No Consent
Where a parent has not consented to a particular use of images, staff must respect that decision.
Systems should be in place to help staff identify which permissions apply to each child.
12. Appropriate Images
Images should show children in an appropriate and respectful way.
Photographs must not normally be taken:
· during toileting;
· during nappy changing;
· while children are undressed;
· during intimate care;
· in circumstances that could embarrass or compromise the child;
· where the image could reasonably be considered inappropriate.
13. Group Photographs
Where group photographs are taken, staff must consider the permissions applying to every child in the image.
A child without relevant consent should not be identifiable in a photograph intended for that use.
14. Images for Parent Communication
Where photographs are shared with parents through ParentLink or another approved system, they should:
· be relevant to the child;
· be appropriate;
· avoid unnecessarily identifying unrelated children where permissions do not allow this;
· be uploaded through approved accounts.
15. Marketing and Social Media
Images used for marketing or public social media require appropriate consent.
Naye & Me will take care not to disclose unnecessary identifying information alongside children's photographs.
Where possible, public posts should avoid information such as:
· full names;
· home addresses;
· school details;
· detailed routines;
· private medical information.
16. Withdrawal of Photography Consent
Parents may change or withdraw photography consent.
Changes will apply to future use as soon as reasonably practicable.
Previously published materials may not always be immediately retrievable, particularly where they have already been printed or shared externally, but reasonable steps will be taken where appropriate.
17. Parents Taking Photographs
Parents and carers must respect the privacy of other children.
At events or activities, Naye & Me may:
· restrict photography;
· ask parents to photograph only their own child;
· prohibit recording entirely where safeguarding requires it.
Parents must not photograph or record children receiving intimate or personal care.
18. Visitors and Contractors
Visitors and contractors must not photograph or record children without specific authorisation.
Unauthorised recording may result in the individual being asked to:
· stop recording;
· delete material where appropriate;
· leave the premises.
Safeguarding concerns may be escalated.
19. CCTV
If CCTV is introduced, Naye & Me will maintain separate arrangements covering:
· purpose;
· lawful basis;
· access;
· storage;
· retention;
· disclosure;
· signage.
CCTV will not be installed in areas where children reasonably expect privacy, such as toilets or changing areas.
20. Audio Recording
Audio recording of children will only be undertaken where there is a legitimate and approved purpose.
Staff must not make personal audio recordings of children.
21. Video Calls
Where Naye & Me uses video communication, staff must ensure:
· approved platforms are used;
· privacy is protected;
· children are appropriately supervised;
· recordings are not made without appropriate permission.
22. Social Media and Staff
Staff must maintain professional boundaries on social media.
Staff should not:
· accept children as contacts or followers;
· privately message children;
· publish confidential information about families;
· post photographs taken through work without authorisation;
· discuss individual children or incidents publicly.
23. Staff and Parent Social Media Connections
Staff should exercise professional judgement regarding personal social media relationships with parents.
Where a relationship could compromise professional boundaries or confidentiality, staff should avoid or appropriately manage it.
24. Confidentiality Online
Staff must never post or share information online that could identify:
· safeguarding cases;
· medical information;
· family difficulties;
· confidential incidents;
· internal records.
25. Children Bringing Phones
Parents should inform Naye & Me where a child brings a mobile phone.
For younger children, personal phones should normally remain:
· switched off;
· stored securely;
· inaccessible during the session unless needed for an agreed reason.
26. Children's Smart Watches
Smart watches with calling, photography or recording functions may also need to be stored during sessions.
This protects:
· other children’s privacy;
· staff privacy;
· safeguarding arrangements.
27. Children's Tablets and Personal Devices
Children may only use personal tablets or devices where Naye & Me has agreed that this is appropriate.
The setting may restrict:
· internet access;
· photography;
· messaging;
· gaming;
· unsuitable applications.
Naye & Me is not responsible for loss or damage to personal devices except where legal responsibility clearly applies.
28. Screen Use
Screen use will be balanced with:
· physical activity;
· play;
· social interaction;
· creativity;
· outdoor opportunities;
· rest.
Screens will not routinely be used simply to occupy children for long periods.
29. Purposeful Screen Use
Appropriate screen use may include:
· educational activities;
· music;
· age-appropriate videos;
· interactive learning;
· creative activities;
· short periods of entertainment during appropriate times.
30. Age-Appropriate Content
Staff must ensure content is appropriate for:
· children’s age;
· developmental level;
· emotional maturity.
Staff should consider:
· ratings;
· themes;
· language;
· advertisements;
· autoplay content;
· online links.
31. Online Safety
Where children access the internet, reasonable safeguards will be used.
These may include:
· restricted access;
· child-safe settings;
· adult supervision;
· approved websites or apps;
· content filters.
Children must not be given unrestricted internet access.
32. Evening Screen Use
Because Naye & Me provides late-evening care, staff will consider whether screen use close to rest or collection may be overstimulating.
Evening provision should increasingly favour calmer activities where appropriate.
33. Screen Time and Individual Needs
Some children may use technology as part of:
· communication support;
· SEND provision;
· visual routines;
· specialist learning.
Such use will be considered according to individual need and should not automatically be treated in the same way as recreational screen time.
34. Photography During Activities
Approved devices may be used during activities to document:
· learning;
· participation;
· experiences;
· achievements.
Staff should remain focused on supervision rather than taking excessive photographs.
35. Safeguarding Concerns Identified Online
If staff become aware that a child may be experiencing:
· online abuse;
· grooming;
· exploitation;
· inappropriate contact;
· exposure to harmful content;
the concern must be reported under the Safeguarding & Child Protection Policy.
36. Sexting or Sexualised Images
If staff encounter sexualised images involving a child, they must not:
· forward them;
· copy them unnecessarily;
· save them to personal devices;
· investigate independently.
The DSL must be informed immediately and safeguarding procedures followed.
37. Lost or Stolen Devices
If an approved device containing confidential information is lost or stolen:
· management must be informed immediately;
· access should be disabled where possible;
· passwords should be changed where necessary;
· the data-breach procedure should be followed.
38. Passwords and Security
Approved devices and accounts must be protected with appropriate security.
Staff must not:
· share passwords unnecessarily;
· leave accounts logged in unattended;
· allow children access to staff accounts.
39. Storage of Images
Images and recordings must only be stored:
· on approved systems;
· for legitimate purposes;
· for as long as necessary.
Images must not be copied onto staff personal devices or personal cloud-storage accounts.
40. Deleting Images
Images will be deleted when they are no longer required, subject to relevant retention requirements.
Temporary photographs should not be retained indefinitely.
41. ParentLink
ParentLink may be used for:
· communication;
· observations;
· photographs;
· attendance;
· other approved childcare records.
Staff must only access records necessary for their role.
ParentLink login details must not be shared.
42. Data Protection
Photography, video and digital records contain personal data and must be handled in accordance with Naye & Me's Data Protection, Confidentiality & Record Keeping Policy.
43. Staff Responsibilities
Staff must:
· follow device rules;
· protect passwords;
· respect permissions;
· maintain professional boundaries;
· report breaches;
· use technology appropriately;
· prioritise supervision.
44. Parent Responsibilities
Parents and carers should:
· complete photography permissions;
· inform us if permissions change;
· respect other children's privacy;
· avoid posting photographs containing other children without appropriate permission;
· follow any photography restrictions during events.
45. Breaches of This Policy
Unauthorised photography, recording or misuse of devices may be treated as:
· misconduct;
· a disciplinary matter;
· a safeguarding concern;
· a data-protection breach.
Serious breaches may be referred to external authorities.
46. Data Breaches
Any accidental or unauthorised disclosure of photographs or personal information must be reported immediately to management.
Naye & Me will assess:
· what information was involved;
· who may have received it;
· potential harm;
· whether families must be informed;
· whether regulatory reporting is required.
47. Concerns About Staff Device Use
Any concern about a staff member's use of:
· phones;
· cameras;
· social media;
· messaging;
· recording devices;
must be reported under the Safeguarding & Child Protection Policy where relevant.
48. Training
Staff will receive information or training on:
· safeguarding;
· online safety;
· confidentiality;
· photography consent;
· data protection;
· professional boundaries.
49. Review
This policy will be reviewed at least annually and sooner where:
· technology changes;
· systems change;
· safeguarding guidance changes;
· data protection requirements change;
· a breach or incident occurs.
50. Related Naye & Me Policies
This policy should be read alongside:
· Safeguarding & Child Protection Policy;
· Safer Recruitment, Staff Suitability & Supervision Policy;
· Data Protection, Confidentiality & Record Keeping Policy;
· Behaviour, Emotional Wellbeing & Positive Relationships Policy;
· SEND, Equality, Diversity & Inclusion Policy;
· Sleep, Rest, Evening & Long-Session Care Policy;
· Health, Safety, Premises & Emergency Procedures Policy;
· Complaints, Concerns & Feedback Policy.

	
	Naye & Me | Policy & Procedures | Version 1.0

	



image.png




